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Abstract: Image steganography techniques were typically categorized into symmetric and asymmetric types based
on whether the embedding costs of +1 and -1 within the same embedding unit were equal. The interrelationship be-
tween adjacent pixels was not fully utilized by symmetric steganography techniques, which limited the enhance-

ment of steganographic security. Although asymmetric steganography techniques were able to significantly im-

Wim A ER: 2024-12-31; &R HEA: 2025-03-19

BIE1EE: WMFHH, luoweigi@mail.sysu.edu.cn

EEWH: EFXARRAEE (62472458); [ ARE AR AHE (2025A1515012823)

Foundation Items: The National Natural Science Foundation of China (62472458), The Natural Science Foundation of Guan-
dong Province (2025A1515012823)

SIAAEE: TR, Mk, 8 AR . ISEM:JE T2 sl 2 6 BT 100 4% ) R B2 5 1 s 2R 0], 2% 545 8 22 42244, 2025, 11
(5): 126-136.

Citation Format: ZHOU S X, YE M X, LUO W Q. ISEM:image steganography enhancement model based on generative multi-
adversarial network[J]. Chinese Journal of Network and Information Security, 2025, 11(5): 126-136.



%5

JHZRESE: ISEM: 3 T 2L il WM 25 1) UG e 5 1 A A

© 127

prove security, existing methods were often faced with issues such as unstable training processes, reliance on
manual experience, or dependence on preset parameters when generating asymmetric embedding costs, making it
difficult to ensure steganographic security. To address these issues, an image steganography enhancement model
(ISEM) based on a generative multi-adversarial network was proposed. A relatively lightweight dual-branch struc-
ture was adopted by the generator network, while the discriminator network was composed of three deep learning-
based steganalysis networks. The training of ISEM was divided into two stages. In the first stage, the mapping rela-
tionship between the carrier image and existing embedding costs was learned. In the second stage, the initially
learned embedding costs were adjusted through adversarial training to generate high-security asymmetric embed-
ding costs. Additionally, a geometric mean loss was introduced in the generator, and a mean absolute deviation loss
was incorporated in the discriminator to further optimize the training effect. Experimental results show that the se-
curity of both symmetric and asymmetric steganography methods are effectively enhanced by ISEM. Compared to
existing asymmetric steganography methods, the highest average security is achieved by the proposed approach.

Keywords: image steganography, generative adversarial network, geometric mean loss, mean absolute deviation
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Table 1 Detection error rates of different steganographic methods and their
combinations with ISEM against steganalysis detectors
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UT-GAN['?! 28.64% 33.61% 27.14% 21.92% 21.97% 3420%  27.91%

ISEM-UT 34.73% 40.93% 36.24% 35.45% 30.92% 3936%  36.27%  8.36%
SPAR-RL['4] 30.34% 35.53% 28.59% 22.81% 23.21% 33.00%  28.91%
ISEM-SPAR 35.31% 39.95% 35.30% 33.37% 30.34% 39.93%  35.70%  6.79%

Steg-GMANI!! 30.62% 35.29% 30.85% 26.15% 25.38% 34.10%  30.40%
ISEM-Steg 36.31% 39.63% 35.85% 32.70% 31.19% 39.09%  35.80%  5.40% 1

Huang-GAN?3! 35.78% 40.96% 39.91% 36.62% 31.63% 38.52%  37.24%
ISEM-Huang 35.94% 41.63% 37.56 37.45% 34.94% 41.44%  3816%  0.92%
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Table 2 Comparison of training times for different deep learning steganography methods
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Table 3 Comparison of the error rates of resisting steganalysis detection for

different network combinations within the discriminator

FI T B8 9 B 5 AW X 2 4 SRNet?*  CovNet®!  Zhu-NetP??)  SRMP®  Xu-Net®”!  Yedroudj-Net3  “F3{H
Yedroudj-Net&SRNet& Zhu-Net  33.80% 30.91% 39.53% 35.95% 39.68% 31.30% 35.20%
Yedroudj-Net&SRNet&CovNet  36.75% 3422% 39.12% 36.46%  40.82% 37.25% 37.44%
SRNet&CovNet& Zhu-Net 37.45% 34.94% 41.44% 35.94% 41.63% 37.56% 38.16%
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BEFRTE T 0.72% (M37.44% $ETH % 38.16%) » &
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Table 4 Comparison of error rates of resistance to steganalysis detection with
different loss function introduction strategies

ENENEE I CIDNGH S SRMIZ®] Xu-Netl®”)  Yedroudj-Netl®  SRNetl?  CovNet®!  Zhu-Net?®!  “E#fH

GAGI NI HD RGN Lyap, 34.68% 40.90% 34.57% 32.40% 30.32% 39.26%  35.36%

Gl Ngyr DAFI N Lyap 36.81% 41.73% 37.78% 36.35% 32.95% 40.93%  37.76%

GBINIGy B.DFI N yap (RITTIE)  35.94% 41.63% 37.56% 37.45% 34.94% 41.44%  38.16%
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Table 5 Comparison of the detection error rates of different methods in

resisting steganalysis attacks on the BOWS2 dataset

W5 7 ik SRMIZ®] Xu-Nett®!  Yedroudj-Net%!  SRNet*#! CovNet®>?)  Zhu-Netl?®]  “Figf  42FHA
HILLP! 30.27% 31.08% 21.61% 21.48% 19.54% 29.45% 25.57%
SMD-HILL 35.16% 37.41% 28.05% 23.5% 22.9% 36.08% 30.52%  4.95% 1
CMD-HILL 37.38% 38.32% 28.89% 25.05% 24.17% 36.98% 31.8%  623% 1
ISEM-HILL 38.6% 41.61% 36.64% 34.13% 34.34% 42.49% 37.97% 12.40% 1
ASDL-GANI! 25.3% 31.24% 24.02% 17.21% 16.64% 30.11% 24.09%
ISEM-ASDL 39.24% 41.88% 37.37% 36.48% 35.81% 42.5% 38.88% 14.79% 1
UT-GAN[?] 33.62% 37.04% 31.74% 30.97% 26.74% 37.09% 32.87%
ISEM-UT 40.06% 43.02% 37.88% 34.43% 35.24% 42.56% 38.87%  6.00% 1
SPAR-RLUII 33.83% 38.22% 31.09% 26.64% 26.05% 36.19% 32%
ISEM-SPAR 39.39% 42.14% 36.87% 38.54% 35.01% 41.4% 38.89%  6.89% 1
Steg-GMANI!S] 35.55% 36.74% 34.24% 30.2% 29.03% 37.5% 33.88%
ISEM-Steg 39.93% 43.06% 40.89% 39.62% 37.17% 43.96% 40.77%  6.89% 1
Huang-GAN[?] 37.39% 42.4% 46.48% 39.55% 36.55% 38.73% 40.18%
ISEM-Huang 39.69% 42.6% 40.31% 49.8% 39.26% 43.69% 42.56% 238% 1
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